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Executive Summary 
 

OVERALL ASSURANCE ASSESSMENT KEY FINDINGS 

 

• Information security policies are not baselined against a recognised 
industry standard. 

• Some network user accounts including Administrator accounts had 
passwords set not to expire. 

• Server security scans identified server user accounts with weak 
password security. 

• Server patching arrangements should be detailed in a patching 
policy including treatment of critical security patches. 

 

SCOPE ACTION POINTS 

This review assessed the arrangements in place for maintaining the integrity of the 
computer network. This included server configuration and patching, threat detection, 
change control, remote access, user administration and desktop control policies as 
well as examining supporting policy and procedural documentation. The review also 
considered the arrangements for the pro-active identification, prioritisation and 
mitigation against cyber-crime.   

Urgent Important Routine Operational 

1 3 5 1 
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Management Action Plan - Priority 1, 2 and 3 Recommendations 
 

Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

4 Compliance A MBSA server scan report, requested 
during the audit, indicated that there are 
a number of accounts with passwords 
set not to expire, including some 
Administrator accounts. 

User accounts set not to expire, 
identified in the MBSA scan, be 
reset to ensure compliance with the 
ICT Security / Active Directory 
Group Policy. Any exceptions to be 
risk assessed and recorded in the 
ICT Security Policy. 

1 Action already taken on this and the 
issue has been resolved. 

Complete IT  Manager 

1 Directed The Council is undertaking a thorough 
review of its information governance 
framework, policies and procedures.  
ISO 27001 is the international standard 
for an Information Security 
Management System framework and 
ISO 27002 contains details of 
recommended security policies. 
Policies based on these standards will 
describe both the control framework 
operating within an organisation and 
provide for continuity of control, for 
example, during staff turnover.  

Standards such as those contained 
in ISO 27002 (or equivalent) be 
used as a checklist to ensure 
completeness of coverage of the 
Council’s information security 
policies and procedures within its 
newly developed information 
governance framework. 

2 Documentation will be created and 
maintained in line with the 
Information Security Policy and 
associated Protocols. 

31/08/17 Principal 
Performance 
and 
Intelligence 
Officer 

            
      PRIORITY GRADINGS      

1 URGENT Fundamental control issue on which 
action should be taken immediately.  2 IMPORTANT Control issue on which action should 

be taken at the earliest opportunity.  3 ROUTINE Control issue on which action should be 
taken. 
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Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

5 Compliance MBSA server scans identified that not 
all server logs were switched on, in 
some cases server password 
complexity was weak and some 
apparently unnecessary services were 
running (worldwide web publishing 
service).  

Server configuration and Group 
Policy settings be reviewed and 
updated to ensure that server 
security logs are turned on by 
default and password complexity is 
enforced. The Council's 
requirements to monitor network 
availability, capacity and security be 
detailed in a Monitoring Policy. 

2 Server configurations will be 
reviewed and amended to resolve 
issues with logs and password 
complexity 
 
The requirements of a monitoring 
policy will be reviewed as part of the 
Information Governance project 

31/05/17 
 
 
 
 

31/08/17 

IT Manager 
 
 
 
 
Principal 
Performance 
and 
Intelligence 
Officer 

7 Compliance A monthly server patching cycle is 
operated. Patches are first deployed to 
a test group of servers before being 
rolled out across the remainder of the 
server estate. However, these 
arrangements are not detailed in a 
patching policy / procedure. The policy 
should cover the approach and 
timescales regarding the application of 
patches and any special arrangements, 
for example regarding the application of 
critical security patches.  

The arrangements for server 
security patching be detailed in a 
Patching Policy.  

2 Documentation covering the 
patching of servers will be updated 
and shared with the information 
Governance project to be adopted 
along with the other documents. 

31/08/17 Principal 
Performance 
and 
Intelligence 
Officer 

            
      PRIORITY GRADINGS      

1 URGENT Fundamental control issue on which 
action should be taken immediately.  2 IMPORTANT Control issue on which action should 

be taken at the earliest opportunity.  3 ROUTINE Control issue on which action should be 
taken. 
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Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

2 Compliance An examination of a list of network user 
accounts, provided for use during the 
audit, identified a number of user, 
service and test accounts which had not 
be accessed for more than six months 
and may, therefore, no longer be 
required. The ongoing requirement for 
network user accounts which have not 
been accessed for some time should be 
subject to periodic review.  

The list of network accounts, 
provided for use during the audit, be 
reviewed and any accounts no 
longer required be disabled or 
deleted. Network user accounts 
also be subject to periodic review. 

3 Network user accounts will be 
reviewed and disabled/deleted as 
necessary.  They will be subjected 
to regular review. 

31/03/17 IT Manager 

3 Compliance Privileged / Administrator access to the 
network is only granted to nominated 
staff, however, there is no privileged 
access policy. 

The arrangements for controlling 
privileged access to the ICT network 
be detailed in a Privileged Access 
Policy. The policy should include 
approval, review and termination of 
privileged access accounts. 

3 A document will be created detailing 
how we deal with Privileged or 
administrator access to the network 
and will be shared with the 
Information Governance project for 
adoption. 

31/03/17 Principal 
Performance 
and 
Intelligence 
Officer 

6 Compliance A review of the Council’s anti-virus 
console identified that virus signature 
updates on a small number of machines 
were out of date. 

Machines identified by the  
console as having out of date DAT 
files be identified and connected to 
the network / updated as required.   

3 Devices will be identified and the 
issues will be resolved  

28/02/17 IT Manager 

            
      PRIORITY GRADINGS      

1 URGENT Fundamental control issue on which 
action should be taken immediately.  2 IMPORTANT Control issue on which action should 

be taken at the earliest opportunity.  3 ROUTINE Control issue on which action should be 
taken. 
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Rec. Risk Area Finding Recommendation Priority Management 
Comments 

Implementation 
Timetable 

(dd/mm/yy) 

Responsible 
Officer 

(Job Title) 

8 Compliance A firewall is in place at the South 
Lakeland House site. Failover 
arrangements for the firewall are 
currently being implemented. The 
firewall is configured via a central 
management console on a lock down, 
open up basis. Firewall rules were 
sample checked during the audit and 
are reviewed annually as part of the 
Council's PSN accreditation. The 
firewall also facilitates web filtering.  

The ICT Security Policies be 
updated to include a firewall policy 
outlining the Council’s standards 
regarding ownership, configuration, 
maintenance and change 
management, on-going fitness for 
purpose, replacement and business 
continuity arrangements for all 
firewalls. Changes to firewall rules 
be recorded in a management 
spreadsheet and approved. 

3 Documentation will be created and 
maintained for the firewalls along 
with policy documentation which will 
be shared with the information 
governance project for adoption. 

31/08/17 Principal 
Performance 
and 
Intelligence 
Officer 

9 Compliance A successful disaster recovery test was 
undertaken earlier in the year, however 
the results of the test were not 
documented. 

IT disaster recovery tests be 
documented and the next test 
signed off by end users. 

3 A Test will be scheduled and 
coordinated with appropriate end 
users.  

31/03/18 IT Manager 

 

  

 

            
      PRIORITY GRADINGS      

1 URGENT Fundamental control issue on which 
action should be taken immediately.  2 IMPORTANT Control issue on which action should 

be taken at the earliest opportunity.  3 ROUTINE Control issue on which action should be 
taken. 
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Operational Effectiveness Matters 
 

Ref Risk Area Item Management 
Comments 

1 Directed Consideration be given to updating the controls mitigating staff turnover in the 
risk map to include: the availability of well-defined and documented procedures 
and staff succession planning. 

Agreed, the risk register will be updated along with the continued development 
and improvement of documentation. 

 

   
ADVISORY NOTE 

Operational Effectiveness Matters need to be considered as part of management review of procedures, rather than on a one-by-one basis 
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Detailed Findings 
INTRODUCTION 

1. This review was carried out in November 2016 as part of the planned internal audit work for 2016/17. Based on the work carried out an assessment of the overall 
adequacy of the arrangements to mitigate the key control risk areas is provided in the Executive Summary. 

KEY FINDINGS & ACTION POINTS 

2. The key control and operational practice findings that need to be addressed in order to strengthen the control environment are set out in the Management and 
Operational Effectiveness Action Plans. Recommendations for improvements should be assessed for their full impact before they are implemented. 

SCOPE AND LIMITATIONS OF THE REVIEW 

3. This review assessed the arrangements in place for maintaining the integrity of the computer network. This included server configuration and patching, threat 
detection, change control, remote access, user administration and desktop control policies as well as examining supporting policy and procedural documentation. 
The review also considered the arrangements for the pro-active identification, prioritisation and mitigation against cyber-crime. The review did not consider access 
control to application software running on the network or the appropriateness of the specification/manufacturer of hardware or software used by the Council. 

4. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. 

MATERIALITY 

5. South Lakeland District Council places considerable reliance on the security, integrity and availability of its computer systems for day to day operations and to achieve 
its business objectives. 

DISCLAIMER 

6. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a 
comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use 
and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report 
has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this report 
and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report. 
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RISK AREA ASSURANCE ASSESSMENTS 

7. The definitions of the assurance assessments are: 

Substantial Assurance 
Based upon the issues identified there is a robust series of suitably designed internal controls in place upon which the organisation relies to manage 
the risks to the continuous and effective achievement of the objectives of the process, and which at the time of our review were being consistently 
applied. 

Reasonable Assurance 
Based upon the issues identified there is a series of internal controls in place, however these could be strengthened to facilitate the organisation's 
management of risks to the continuous and effective achievement of the objectives of the process. Improvements are required to enhance the controls 
to mitigate these risks. 

Limited Assurance 
Based upon the issues identified the controls in place are insufficient to ensure that organisation can rely upon them to manage the risks to the 
continuous and effective achievement of the objectives of the process. Significant improvements are required to improve the adequacy and 
effectiveness of the controls to mitigate these risks. 

No Assurance 
Based upon the issues identified there is a fundamental breakdown or absence of core internal controls such that the organisation cannot rely upon 
them to manage risk to the continuous and effective achievement of the objectives of the process. Immediate action is required to improve the controls 
required to mitigate these risks. 

AUDIT CONTACTS 

8. For any queries or to discuss the content of this report, please contact either of the following: 

Lead Auditor: Peter Simpson 
peter.simpson@tiaa.co.uk  
07580 700415 

 

Head of Internal Audit: Peter Harrison 
peter.harrison@tiaa.co.uk 
07970 376542 
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AUDIT REPORT DISTRIBUTION 

9. We would like to thank staff for their co-operation and assistance during the course of our work. 

For Action: Simon McVey, Assistant Director Performance and Innovation 
Ben Wright, Shared ICT Services Manager 

For Information: Shelagh McGregor, Assistant Director Resources (Section 151 Officer) 
Helen Smith, Financial Services Manager 

RELEASE OF REPORT 

10. The table (Figure 1) below sets out the history of this report. 

Date draft report issued: 1st December 2016  

Date management responses received: 23rd March 2017  

Date final report issued: 28th March 2017  
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